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Abstract—We study a random process over graphs inspired by
the way payments are executed in the Lightning Network, the
main layer-two solution on top of Bitcoin. We first prove almost
tight upper and lower bounds on the time it takes for a payment
failure to occur, as a function of the number of nodes and the edge
capacities, when the underlying graph is complete. Then, we show
how such a random process is related to the edge-betweenness
centrality measure and we prove upper and lower bounds for
arbitrary graphs as a function of edge-betweenness and capacity.
Finally, we validate our theoretical results by running extensive
simulations over some classes of graphs, including snapshots of
the real Lightning Network.

Index Terms—Lightning Network, Markov chains, Centrality
measures, Bitcoin

I. INTRODUCTION

The Lightning Network [1] is the main layer-two solution
on top of Bitcoin [2] that promises to address the scalability
issue (see, e.g., [3]) executing off-chain the vast majority of
transactions, and using the blockchain layer as a notary service
to resolve controversies. It consists of a series of cryptographic
mechanisms that allow parties to build a channel graph and to
execute payments over paths on such a graph in a trustless way,
relying on the security of the underlying blockchain. Roughly
speaking, the channel graph is built as follows: Two parties,
u and v, can create a channel by locking bitcoins in a 2-of-
2 multisignature address and recording it on the blockchain,
the amount of locked funds is the channel capacity and it is
known to all the parties in the system; at any point in time,
each one of the two endpoints of a channel owns a share of
such capacity, those shares are called the channel balance; the
balance of a channel is known only by the two endpoints and
it can be updated by exchanging private messages between
them. For example, if v and v opened a channel of capacity
5, and the current balance of the channel is 4 for v and 1 for
v, when u wants to pay 1 to v, u and v can agree to update
the balance of their channel to 3 for u and 2 for v. The parties
in the system and the channels between them constitute nodes
and edges, respectively, of the channel graph of the Lightning
Network. A node u that needs to pay a non-neighbor node
w can look for a path P between u and w on the channel
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graph and request the execution of the payment on that path;
in order for the payment to be successful, the balances of all
the channels in path P have to be updated accordingly, hence
a payment can fail if this is not possible; in this case, we say
that a payment failure occurs, and node v has to try another
path to pay w. We give a slightly more rigorous description of
such a process in Section II and we refer the reader interested
in the details of the cryptographic mechanisms that allow the
routing of a payment to be atomic (either the balance of all
the paths is updated or none is) to [4].

A. Our contribution

Motivated by the above scenario, in this paper we study
the following random process: Given an undirected graph
G, where each edge e has a capacity c(e) and an initial
balance equally divided between the two endpoints, at every
discrete round a source node u and a destination node v are
chosen uniformly at random (u.a.r.) among all the nodes, then
a shortest path P is chosen u.a.r. among all shortest paths
between u and v, and a payment of unit value is executed from
u to v over path P. Our goal is to investigate how long it takes
for a payment failure to occur, depending on the topology of
the graph and on the channel capacities.

We first analyze the case where the graph G is a clique
where every edge has the same capacity 2k. We prove
that, in this case, the time until the first failure occurs is
Q(k*n?/logn) and O(k?n?), with high probability (w.h.p.).

Then, we extend the analysis to general graphs and show
that the time until the first failure occurs depends on the
ratio between the squared capacity of the edges and their

edge-betweenness [5]. More precisely, in this case we prove

nz
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that the time until the first failure occurs is €2 (§ ) and

O (¢n%logn), where ¢ is the minimum, over all edges e,
of the ratio between the squared capacity k2 and the edge-
betweenness g(e).

Finally, we validate our theoretical results through extensive
simulations of the random process. We observe that the results
of the simulations on the clique graph are consistent with the
theoretical bounds, and that the lower bound is likely tight.



To highlight the impact of the correlation between edges, we
simulate the process on ring graphs with n nodes and we
compare the results with those that we get by considering
n independent birth-and-death chains, each representing the
evolution of the capacity of a single edge. Additionally,
we run simulations on a snapshot of the channel graph of
the Lightning Network. Specifically, we investigate how the
overall payment failure rate in the network would improve,
if it was possible to rearrange the capacity of the edges to
maximize &.

B. Related work

The Lightning Network, first described in [1], is the source
of several research problems related to distributed network
formation, and the notion of edge-betweenness centrality [5] is
recurrent in most of them. For example, in [6] the authors look
at different attachment strategies and show how they affect
the network in the long term. One of the strategies involves
adding a node using a greedy algorithm that tries to maximize
its betweenness centrality. This strategy was proposed in [7],
where k edges are added to maximize the node’s betweenness.
Alternatively, a node can be connected to the nodes with the
highest betweenness in the network. Both strategies turned out
effective in reducing the network’s diameter and increasing the
success rate of payments in the Lightning Network. In [8],
a greedy algorithm was designed to increase a node’s profit
by improving its betweenness centrality. In [9], a probabilistic
model was proposed to account for uncertainty in channel bal-
ance and to support multi-part payments—splitting a payment
into parts and sending them instead of sending it as a whole.
While the proposed model does not consider the dynamics
of channel balances, it allows for specifying service-level
objectives and quantifying the amount of private information
leaked to the sender as a side effect of payment attempts.
A survey on networking problems related to blockchain and
cryptocurrencies can be found in [10].

The model we study in this paper is inspired by the Light-
ning Network, however similar models have been previously
studied in the context of credit networks [11], [12] as solution
concepts for certain types of auctions. What distinguishes
the design of the Lightning Network is that it relies on
cryptography to establish channels between nodes and to allow
parties to execute off-chain transactions in a trustless way.
There have also been attempts to understand this type of
networks mathematically, e.g., in [13] the authors study the
long-term behavior of a similar random process for rings, stars,
lines, cliques, Erd6s—Rényi, and Barabasi—Albert topologies.
In [14] the authors provide tools for analyzing credit networks
by reformulating transactions from discrete to continuous
transaction models.

In our simulations we need to repeatedly sample shortest
paths between nodes, u.a.r. among all shortest paths. In [15],
several efficient algorithms for uniformly sampling shortest
paths between fixed source and target nodes were proposed
and analyzed.

C. Organization of the paper

In Section II, we provide the formal description of the
random process we study in this paper. In Section III, we
analyze the case where the graph is a clique with uniform
capacities and derive high-probability bounds on the failure
time. In Section IV we extend the analysis to general graphs
and show that the failure time depends on the smallest ratio
between squared capacity and edge betweenness. In Section V,
we present the simulation results on cliques, rings, and a
snapshot of the channel graph of the Lightning Network graph.
Finally, in Section VI we draw some conclusions.

II. THE MODEL AND THE PROBLEM

Consider an edge-weighted undirected graph G = (V| E). In
the context of the Lightning Network [1], [4], edges are called
channels and edge weights ¢ : E — N are called capacities;
throughout this paper we align with that terminology. The
capacity c(e) of a channel e = {u,v} is “shared” between
the two endpoints u,v: Such a share, {b.(u),b.(v)} where
be(u),be(v) € {0,1,...,¢c(e)} and be(u) + be(v) = c(e), is
called the channel balance. For convenience sake, for a chan-
nel e = {u,v} we also define by,in (€) = min{b.(u), be(v)}
and we say that a channel e is empty in one direction if
bmin (6) =0.

A payment between two adjacent nodes u and v is an
update of the balance of edge ¢ = {u,v}, e.g., if the
current balance between w and v is {b.(u),b.(v)} and node
u executes a payment pay (u,v,x) to node v of an amount
x € {1,...,b.(u)}, then the new balance {b.(u),b,(v)} of
the edge will be b, (u) = be(u) — z and b, (v) = be(v) + x.

Payments can be routed across the network: A node u
willing to send an amount = to a non-neighbor node v can
look for a path P = (u = wg,u1,...,up = v) in the graph
between nodes u and v, if it exists, and execute a payment
payp (u, v, x) to node v over path P of an amount z, provided
that = < b, (u;) for every channel e; = {u;, u;41} in the path.
Such a payment will update the balances of all the channels in
P accordingly, i.e., for every channel e; = {u;, u;+1} in the
path the new balance {b] (u;),b. (u;11)} after the payment

will be!
v, (u;) =
b, (wit1) =

While the graph G = (V, E) and the channel capacities
¢ : E — N are known to all the nodes in the network, the
balance {b.(u),b.(v)} of a channel e = {u,v} is known only
by the endpoints u and v. Hence, it is possible (and it is often
the case in the real Lightning Network) that when a node
tries to pay an amount z to a non-neighbor node v using a

be, (u;) — x
be, (Uiv1) +x

'In the real Lightning Network, for each intermediate channel there will be
a small fee that the node forwarding the payment will subtract to the amount,
hence if v needs to receive an amount x then node w has to send a larger
amount, say = + €, where ¢ is the total fee that will be subtracted by the
intermediate nodes, w1, ...,u,_1 in the path. In order to keep our model
simple and to focus it on the main graph theoretic problem that we want to
address, we here ignore such a detail (as well as several other details) of the
actual payment routing process in the Lightning network.



path P = (u = ug,uq,...,ur = v), the payment cannot be
executed, due to the fact that for some channel in the path the
balance is not sufficient to accommodate the payment; this
happens when there is a channel e; = {u;, u;+1} in the path
with balance {be, (), be, (wi+1)} such that be, (u;) < x. In
such a case we say that a payment failure occurs, and node u
has to choose another path to pay node v.

a) The random process.: To formulate a concrete math-
ematical problem and theoretically analyze the impact of net-
work topology and channel capacities on the rate of payment
failures, we here consider the following discrete-time random
process. Given an undirected connected graph G = (V, E),
where all channels have the same capacity that is initially
perfectly balanced between the two endpoints, i.e., for each

channel e = {u,v} € E, we have c(e) = 2k for some
k € N and we start with b.(u) = b.(v) = k. At every round
t =1,2,..., we pick a source node v € V uniformly at

random (u.a.r.), a destination node v € V u.a.r., and a shortest
path P between v and v, u.a.r. among all the shortest paths
between u and v, and we execute a payment of amount x = 1
over path P from u to v. We are interested in the expected
number of rounds before we have that a channel e = {u,v}
exists such that b.(u) = 0 or b.(v) = 0.

Algorithm 1 The random process

Require: An undirected connected graph G = (V, E);
Edge capacities c(e) = 2k for every e € E;
Initial balance b.(u) = b.(v) = k, for every edge
e = {u,v}.
1: while b, (¢) > 0 for every e € E do
2: Pick a source node v in V, u.a.r.
3: Pick a destination node v in V, u.a.r.
4: Pick a shortest path P = (u = ug, U1, ..., up =),
u.a.r. among all shortest paths between « and v;
for:=0,...,h—1do
b{u7,u7+1}(ul) = b{u7,u7+1}(ul) -1
b{uiaui+1}(ui+1) = b{uiaui+1}(ui+1) +1
return The number of iterations of the while cycle
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III. COMPLETE GRAPH WITH CONSTANT CAPACITIES

In this section we analyze the number of iterations of the
while cycle in Algorithm 1 as a function of the number of
nodes and of the initial capacity of the channels, when the
underlying graph G is a clique. We first prove an equivalence
between the random process in Algorithm 1 and the first hitting
time of the boundary for a family of m = | E| unbiased birth-
and-death chains (see the random process in Algorithm 2).

Lemma IIl.1 (Equivalence lemma). Let 71 and 7o be the
random variables indicating the number of iterations of the
while cycles in Algorithms 1 and 2, respectively. Then, when m
in Algorithm 2 equals |E| in Algorithms 1, a coupling between
the random processes exists such that T, = To.

Proof. In a complete graph the edge connecting two nodes is
the unique shortest path between them. Hence, when we pick

Algorithm 2 Multiple Birth-and-Death chains process
Require: Two integers m,k € N

I: foralle=1,...,m do

2: Set X(e) =0

3: while for every e, X (e) # +k do

4: Pick e, v.a.r.

s X(e) = { X(e)+ 1 with probability 1/2
‘ X(e) —1 with probability 1/2

a

return The number of iterations of the while cycle

a random source, a random destination, and a random shortest
path at lines 2 — 4 in Algorithm 1, we are picking a single
edge u.a.r. and a random direction on that edge. Moreover, for
an edge e = {u, v}, if we fix an arbitrary orientation of the
edge and consider the quantity

b (v) — b (u)
2

We have that, at each round ¢, such quantity changes in one
of three ways: it increases by one, X;y1(u,v) = X¢(u,v)+1
(if w is picked at line 2 and v is picked at line 3 in Algo-
rithm 1), it decreases by one, X;ii(u,v) = Xi(u,v) — 1
(if v is picked at line 2 and u at line 3) or it remains the
same X¢i1(u,v) = Xy(u,v) (f the pair {u,v} is not picked
at lines 2,3). Hence, given the random process defined in
Algorithm 1 we can define the random process in Algorithm 2,
with m = |E|, as follows. Let £ be an arbitrary orientation
of the edges in F (i.e., for every {u,v} € E either (u,v) € E
or (v,u) € E) and let f E — [m] be an arbitrary
bijective map. When in the random process in Algorithm 1
we pick a source u and a destination v at lines 2 and 3, in the
random process in Algorithm 2 we pick f ({u,v}) at line 4,
and at line 5 we set X(e) = X(e) + 1 if (u,v) € F and
X(e) = X(e) — 1if (v,u) € E. By construction, this defines
a coupling of Algorithm 1 and Algorithm 2 with 71 = 75. [

Xi(u,v) = (D

Theorem IIL.2. Let G = (V, E) be a complete graph with n
nodes. For every channel e € E, let c¢(e) = 2k be its capacity,
with k € N and k > +/4dalogn for some constant o > 1,
and let b((io)(u) = b(eo)(v) = k be its initial balance. Let T
be the random variable indicating the first time one of the
channels is empty in one direction, i.e., T =inf{t e N : Je €
E with byin(e) = 0}. Then,

D=0 (k2n2), w.h.p.?

2) 7=Q(k’n?/logn), w.h.p.

Proof. Due to the equivalence proved in Lemma III.1 we can
study the distribution of the number of iterations of the while
cycle in Algorithm 2: let 7 be the random variable indicating
such number of iterations. Observe that 7 = min{7(¢) : e¢ =
1,...,m} where 7(¢) = inf{t € N : Xt(e) = +k} and here

2We say that an event &, depending on a parameter n, that here indicates
the number of nodes in the graph, holds with high probability (w.h.p.) if a
constant ¢ > 0 exists such that P (£,) > 1 — n™¢, for every sufficiently
large n.



we indicate with Xt(e) the value that variable X (e) at line 5
of Algorithm 2 has at the ¢-th iteration of the while cycle.

For e = 1,...,m and for t = 1,2,..., let Y;(e) be the
indicator random variable of the event “Edge e is chosen at
round ¢” in Algorithm?2, and let

Since P (Y;(e)) = 1/m for every e and every i, it holds that
E [Y,(e)] =t/m, and observe that for every fixed e random
variables {Y;(e) : i =1,2,...} are independent.

As for the upper bound, from Chernoff Bound (see
Lemma A.l in the Appendix A) it follows that, for every
e=1,....m

— t t
PlY <— | e 8m
(o= &)
Hence, if we chose ¢t = 4mk2, we have that for every e =
1,...,m, the probability that e has been chosen less than 2k?
times is at most

P (Yt(e) < 2k2) < ek /2

and by using the union bound, the probability that an e exists
that has been chosen less than 2k? times is

P (Ele 1 Yi(e) < 2k2) < me=*°/2 . 2)

Thus, if £ > v/2alogn for some o > 1, we have that with
probability at least 1 — m~**! at round t = 4mk? all e €
{1,...,m} have been chosen at least 2k? times.

For one single unbiased birth-and-death chain it is well-
known that (see Lemma B.1 in Appendix B), if the chain starts
at 0 then it will hit the boundary after k2 steps, in expectation.
From Markov inequality it thus follows that the probability that
a single chain does not hit the boundary within 2k? steps is
at most 1/2.

Let & be the event £ = “At round ¢ = 4mk? rounds all e €
[m] have been chosen at least 2k? times”. From (2) we have
that P (£) = 1—m~*1. Moreover, observe that conditionally
on event &, events {7(e) > 4mk? : e € [m]} are independent
and each one of them has probability at most 1/2 (since it is
the probability that a chain e that has been chosen at least 2k?
times has not reached the boundary yet). Hence,

P (T > 4mk:2) =

=P (r>4mk* | E)P () + P (1 > 4mk® | E) P
<P (r>4mk* | ) + P (E)

< P (for all e € [m], 7(e) > 4mk? | €) + m™ ™!
<

27m 4ot

(€)

As for the lower bound, from Chernoff bound (see
Lemma A.l in the Appendix) it follows that, for every
e=1,....m

_ t ¢
P (Yt(e) > 23) < e

Hence, if we chose t = mk?/(27logn), we have that for any
e = 1,...,m, the probability that e has been chosen at least
k?/(18logn) times is at most

P (Vi(e) > k2/(18logn)) < e=*/12.

and by using the union bound, the probability that an e exists
that has been chosen at least k% /(18logn) times is

P (3e : Yi(e) > k?/(18logn)) < me * /12 (3)

Thus, if £k > +/alogn for some large enough constant «,
we have that with probability at least 1 — n~! at round t =
mk?/(271ogn) all e € {1,...,m} have been chosen at most
k%/(18logn) times.

For one single unbiased birth-and-death chain, if the chain
starts at 0 then the probability that it hits the boundary at
+k within k%/(18logn) steps is smaller than 1/n® (see
Lemma B.3 in Appendix B). Hence, if we define event £ =
“At round t = mk?/(27logn) all e € [m] have been chosen
at most k2/(18logn) times”, then conditional on event £ we
have that

mk? mk? -
P (T S 27logn) <P (T S 27logn 5) +P (&)
:P(Hee{l,...7m}:7(e)< mh? 5)+P(€)
27logn
<mP (T(e) < mhk 5) +1/n
27logn

<m/n® +1/n<2/n.

IV. EDGE-BETWEENNESS AND FAILURE TIME

In Section III we have seen that, when the underlying graph
is complete, the process described in Algorithm 1 can be
coupled on the same probability space with a process involving
the hitting time of the boundary for a family of independent
birth-and-death chains (Algorithm 2). That is possible since
any shortest-path in a clique consists in a single edge, hence
at each round the balance of one single edge is updated and the
updates of the balances of different edges in different rounds
are independent. In order to generalize the results obtained for
complete graph and constant capacities to the case of different
graph topologies and to the case in which edges can have
different initial capacities, the main technical difficulty stands
in the fact that the updates of the balances of edges that belong
to the path chosen in a specific round (line 4 in Algorithm 1)
are not independent. However, we can still give upper and
lower bounds on the time it takes to have the first payment
failure, by losing only an extra O(logn) factor in the upper
bound due to the dependence of the edges, and by using the
edge-betweenness centrality as a parameter, in Theorem IV.1
we indeed prove that the critical quantity in the estimation of
the first failure time is the minimum of the ratios k2/g(e),
where k. is the capacity of edge e and g(e) is its betweenness
centrality in graph G.



Edge betweenness is a commonly used centrality measure
in network analysis [5]. It quantifies how often an edge lies
in shortest paths between pairs of nodes in a graph. Formally,
the edge betweenness centrality g(e) of an edge e is defined

>

s,teV

a(s,tle)
o(s,t)

where V is the set of nodes, o(s,t) is the number of short-
est (s,t)-paths, and o(s,t|e) is the number of those paths
containing edge e.

In our random process (Algorithm 1), the probability that
an edge e is contained in the shortest path selected at any
specific iteration is, by the law of total probability,

Z P( P (s,t) )]

s,teVv

gle) = 4)

(e]s,t) -

where P (e s,t) is the probability of picking a shortest path
containing e at line 4 in Algorithm 1 conditional on the fact
that s and ¢ were selected as source and destination at lines 2
and 3, and P (s,t) is the probability of selecting s and ¢ as
source and destination of the path. Notice that the probability
of picking e given s and t is exactly "((;(Stlt)e) and P (s,t) =

ﬁ, since we select the pair of nodes uniformly at random.
Thus, P (e) is the normalized edge-betweenness of edge e

ﬁg(e) (6)

Theorem IV.1. Let G = (V, E) be a graph with n nodes.
For every channel e € E, let c(e) = 2k, be its capacity, with
ke € N and k. > av/logn for a sufficiently large constant
a, and let bgo)(u) = (v) = ke be its initial balance. Let
T be the random variable indicating the first time one of the
channels is empty in one direction, i.e., T = inf{t e N : Je €
E with by (e) = 0}. Then,
1) 7= (§n210gn) w.h.p.

2) T= (E logn)’ w.h.p.

where £ = mln{g]zz) tee E} and g(e) is the betweenness
centrality of edge e.

P(e) =

Proof. Let e be an edge, let Y;(e) be the indicator random
variable of the event “Edge e is included in the path chosen
at round ¢”, and let

t

€)= Zsz(e)

From (6) we have that P (Y;(e = g(e) for every
¢ and thus the expected number of rounés edge e has been
included in payment paths up to round ¢ is

ﬁg(e) : (7

Let 7. be the random variable indicating the first time edge e
is empty in one direction

Te =inf {t € N : by (€) =0}

E [YVi(e)] =t-

Notice that, restricted only to the rounds in which edge e is
included in a path, the balance of edge e behaves according
to an unbiased birth-and-death chain.

As for the upper bound, for an edge e with capacity k., the
expected time to become empty in one direction is at most
k2 rounds in which edge e is included in the path chosen at
that round, regardless of the initial balance of the edge (see
Lemma B.1 in Appendix B). From Markov inequality it thus
follows that, if at round ¢t an edge e updated its balance more
than 4k2 rounds, then the probability that it is not yet empty
in one direction is at most 1/4,

P (1o >t|Y(e) > 4k2) <

RNy

Hence, if we take

]{32
1)—=<

g(e)
from (7) we have that E [Y7 (e)] = 8k2 and, since {Y;(e) :
i = 1,...,t.} are independent, from Chernoff bound it
follows that

te = 4n(n —

P (Vi () < 4k2) < e~ (/Dm0 (k2/9(0)) i
Hence
P(re>t.) =
=P (1. >t | Vi (e) > 4k2) P (Y, (e) > 4k?)
+P (1o >t | Vi (e) <4k2) P (Y7, (e) < 4K2)
<SP (re>1 | Yi(e) >4k2) + P (Vi (e) < 4k2) < %

Since the above bound holds regardless of the initial balance
of edge e, it follows that

1 logn 1
P (Te > te logn) é <2) = ﬁ

Hence, for every edge e € E, w.h.p. it holds that
k2 k2
Te<4n(n1)elogn—0<2 €>
g(e) g(e)
The upper bound follows considering the edge(s) e with the
smallest ratio k2/g(e).

As for the lower bound, we can proceed as in the proof of
Theorem III.2. For an edge e with capacity 2k, if e starts
from a perfectly balanced configuration, from Lemma B.3 in
Appendix B it follows that, at any time ¢,

k2 k2 4
P < Y, < 4P/ Glosn) = 8
<T ‘ ¥ile) < 18logn) € n3 ®)
If we take
ponn=1) ke
© bdlogn gle)
from (7) we have that
k2

E[Yi(e)] =



and from Chernoff bound (Lemma A.l in Appendix A with
§=1/2)

— k2 1 k2 1 9
P(Y; > € L e T22osn L —
( 7. () 1810gn) ¢ ’ ©)

n2
where in the last inequality we used the hypothesis k. >
av/logn for a sufficiently large constant «.
Now let ¢ be
_ -1 2
tzwmnin e ree
54logn g(e)

and let £ be the event £ = “At round ¢t for each edge e € £

it holds that ¥'7(e) < rgeer

from (9) it follows that P (7;(6) > %) < 1/n?. Hence,

(10)

”, Since t < t, for every e € E,

_ — 2 1
P(S):P(EleeE:Yt(e)> ¢ )g (11)

~ 18logn n
The first time an edge is empty in one direction is 7 =
min{7, : e € E}. For { defined as in (10) we thus have
P(r <1 T<t|E)+P(E)
JeeE:7.<t|&)+P(E
(T <te |E)+P(E)

~—~ —~

where in the last inequality we used the bounds in (8) and
in (11). O

Theorem IV.1 generalizes the result on the complete graph
of Theorem III.2 with respect to both graph topology and
channel capacity. Notice that, when all edge capacities are
equal, k. = k for all e € E, then upper and lower bounds in
Theorem IV.1 turn out to be, w.h.p.,

2
Q (gf‘?nQ log n)

k2 ,n2
0 (3 )
where with gma.x = max{g(e) : e € E} is the largest edge
betweenness centrality. The above observation indicates that,
despite the fact that the updates of the edges in general graphs
are not independent, the impact of such correlation can only
be limited to a logn factor, as a function of n. For fixed n
and as a function of the edge capacity k the impact of the
correlation is limited to a constant factor. In the next section

we will show the results obtained with some simulations that
highlight such constant-factor impact.

T =

V. SIMULATIONS

In this section, we present the results of the simulations
of the random process in Algorithm 1 on different classes of
graphs.

We begin with the case of the complete graph (see Sub-
section V-A), where the goal is to compare the results of
the simulations with the theoretical upper and lower bounds
in Section III. As we will see in Figure 1, the results of

the simulations give some evidence that the lower bound in
Theorem II1.2 could be tight.

To highlight the impact of the correlation between the
updates of the balances of different edges, we then proceed
with a comparison of the results of the simulations obtained in
a graph with n nodes and a ring topology with the results that
we get on an unstructured set of n edges (see Subsection V-B):
In a graph with a ring topology, every time we pick a source
and a destination uniformly at random and we pick the shortest
path between them to route the payment, for any fixed edge
e the probability that e is included in the path is about 1/4,
but edges are correlated (two edges that are close in the ring
topology have larger probability to be updated together than
two edges that are far apart); for comparison, we use an
unstructured set of n edges, where at each round we pick each
edge with the same probability, about 1/4, independently of
the other edges, and we independently update the balances of
all the picked edges.

Finally, to highlight the impact of the distribution of the
channel capacities in the Lightning Network, we run the
simulation of our random process on a snapshot of the channel
graph of the real Lightning Network (see Subsection V-C):
We first consider each edge having its real channel capacity,
as observed in the Lightning Network; then, we run the
simulations on a graph whose topological structure is the same
but the capacities of the channels are suitably redistributed, in
order to quantify the improvement that we would get, with
respect to the time to have the first payment failure in our
model, if it was possible to modify the channel capacities.

The code for all simulations have been written in C++.
The simulations were conducted on a system equipped with
an AMD Ryzen 5 CPU (3.9 GHz) and 32 GB of RAM.
The simulations in Subsection V-C refer to a snapshot of
the Lightning Network collected on 2025/04/23 using our
Lightning Network node, that runs an instance of LND [16].

A. Complete graph

In this subsection we present the results of the simulations
of the random process on the complete graph. In Figure 1
we show the results that we get when we fix the capacity of
each edge at 512 and we increase the number of nodes n up
to 2800; for each n, we run the simulation 10 times. The
plots in the figure show average, maximum and minimum
failure time, for each value of n, over the 10 runs. To
compare the results of the simulations with the theoretical
results in Theorem II1.2 we also plot the lines that we get for
the theoretical upper and lower bounds, where the constants
hidden in the asymptotic notation is chosen using nonlinear
least squares fitting [17], i.e., minimizing the squared error
with the simulated average. Namely, for the upper bound we
plot the function 7 = p - (512)%n2, with p = 0.0044, and for
the lower bound we plot 7 = p - (fsg()j\;;z , with p = 29.0202.
The growth rate of the average of the simulations seems much
closer to the growth rate of the theoretical lower bound than
that of the upper bound.
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Fig. 1. The payment throughput in a clique with fixed channel capacity of
512. Lines depict earliest (blue), average (green), and latest (red) failure points,
with theoretical bounds (dashed).The green band indicates standard deviation,
demonstrating how payment capacity scales non-linearly with network size.

B. Ring topology & Independent edges

In this subsection we consider a ring with n nodes and
a system of n independent chains. On a graph with a ring
topology, when we sample source and destination of the
payment u.a.r. among all nodes, it is easy to see that for each
i=1,2,...,[5]—1, the probability that source u and destina-
tion v are at distance i is P (d(u,v) = i) = n/(}) = 2. For
a given distance ¢ and a given edge e, the probability that e is
included in the chosen path conditional on the fact that source

3

and destination are at distance i is P (e | d(u,v) =1i) = =.

b = ~ — (12)

On a ring topology (as well as in almost any other graph
topologies) the update of the balances of edges involved in
the same path in a given round of the random process are
not independent, since the balances of all edges in the path
are updated in the same direction: The balance of every edge
e in the path decreases of one unit for the endpoint closer
to the source and it increases of one unit for the endpoint
closer to the destination. On the other hand, on a system
of n independent chains, where at every round every chain
is selected with probability given by (12) and each selected
chain updates its balance independently of the other chains,
the expected number of chains that update their balance equals
the expected number of edges that update their balance at each
round in the ring, but the updates of the balances in this system
are completely independent.

Figure 2 shows the results that we get when we fix the
number of nodes at 4096, all edges have the same capacity, and
the capacity of each edge increases up to 3040. For each value
of the capacity we run 10 simulations and we plot maximum,
minimum and average first failure time over the runs, for the
case in which edges are disposed according to a ring topology
and for the case in which edges are independent. The plots
show that in the case of the ring topology the growth rate of
the average is faster than the growth rate of the independent
case. It is also interesting to note that the results for the

TX amount min max mean std

1k 1 108 13 12

10k 1 30 4 3.63

100k 1 12 1 0.95
TABLE T

TIME FAILURE COUNTS FOR THE UNMODIFIED GRAPH OF THE LIGHTNING
NETWORK WITH DIFFERENT PAYMENT UNITS: 1k, 10k AND 100k
SATOSHIS, WHERE EACH CAPACITY SIMULATION WAS REPEATED 1000
TIMES.

ring topology exhibit a larger variance than the results for
the independent chains.
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Fig. 2. Simulated failure probabilities for ring and independent chain systems
with n = 4096 nodes and maximum capacity 3040.

C. Lightning Network

In this subsection we present the results of the simulations
of our random process on a snapshot of the channel graph of
the real Lightning Network, the snapshot was taken on April
23rd, 2025 and it consists of 16426 nodes and 51063 edges.
Since the whole graph is not connected, in the simulation
we only consider the giant component, that consists in 14900
nodes and 47087 edges. Furthermore, as the average channel
capacity of the network is about 10 million satoshi®, we use
payment units of 1%, 10k, and 100k satoshi. For each unit, we
measure the number of payments between randomly chosen
source-destination pairs before the first payment failure occurs.
Table I summarizes the results of the simulations, recording
maximum, minimum, average, and standard deviation over 10
runs.

In a second set of simulations, we consider the same
Lightning Network graph structure, but we redistribute the
overall network capacity evenly over the edges, so that every
edge has the same capacity and the sum of the capacities
is preserved. Table II summarizes the results of this set of
simulations.

Finally, in a third set of simulations, we consider the same
Lightning Network graph structure, but we redistribute the
overall network capacity in a way that is optimized with
respect to our random process where we take source and

3In the Lightning Network, channel capacities and payment values are
usually expressed in satoshi and millisatoshi; recall that 1 bitcoin corresponds
to 100million satoshi



TX amount min max mean std
1k 74833576 968962509 439701719 204199218
10k 765772 9801570 3862534 1617777
100k 8084 115597 40089 17233
TABLE 1T

TIME FAILURE COUNTS FOR THE UNMODIFIED GRAPH WITH UNIFORM
REDISTRIBUTION CAPACITY OF EDGES WITH PAYMENT UNITS: 1k, 10k,
AND 100k SATOSHIS, WHERE EACH CAPACITY SIMULATION WAS
REPEATED 1000 TIMES.

TX amount  min max mean std
100k 841 2144747 782110 521689
TABLE TIT

TIME FAILURE COUNTS FOR THE UNMODIFIED GRAPH WITH
OPTIMIZATION ON REDISTRIBUTION CAPACITY OF EDGES WITH PAYMENT
UNIT: 100k SATOSHIS, WHERE THE SIMULATION WAS REPEATED 1000
TIMES.

destination nodes uniformly at random over all the nodes:
More precisely, the overall network capacity is redistributed
over the edges so that the ratio k2/g(e), the square of the
capacity and the betweenness centrality, is the same for every
edge. Figure 3 shows how the capacity was redistributed over
the edges: On the z-axis there is the log of the capacity
and on the y-axis the number of edges with that capacity,
in the original Lightning Network and after the optimized
redistribution. We can observe that the optimizing process
concentrates the capacity distribution, and that most channels
converge to similar capacity values. Table III presents the
results for the simulations with payments of 100k satoshis.
Running the simulations with payments of 10k and 1k satoshis
would take too long with such redistribution of the channel
capacity. A comparison of the results for the case of payments
of 100k satoshis in the three sets of simulations is summarized
in Figure 4: We can observe that the network essentially cannot
handle transactions of 100k satoshis with its original capacity
distribution; if we redistribute the overall capacity evenly
over all edges, then the network becomes more resistant with
respect to failure; finally, if we redistribute the overall capacity
so the ratio k2/g(e) is equal for all edges, then there is a
difference of almost 20 times on average, based on the results
we showed in Table III and Table II. Clearly, since it is not
possible to organize and modify the capacity of the channels
of the Lightning Network in a centralized way, all the above
redistributions are to be intended as thought experiments.

VI. CONCLUSIONS

In this paper we studied a random process defined over
undirected graphs inspired by the problem of payment failures
on the channel graph of the Lightning Network.

We first analyzed upper and lower bounds on the time it
takes to have the first payment failure when the underlying
graph is complete and all edges have the same capacity, as
a function of the number of nodes in the graph and of the
capacity of the edges. Our upper and lower bounds are almost
tight, except for a gap of logn, that would be interesting to
close. Our conjecture is that the upper bound can be improved
but the lower bound is tight.
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Fig. 3. Logarithmic distribution of channel capacities before and after
optimization based on edge betweenness and initial capacities.
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Fig. 4. Log-log histogram of simulations for sending payments of value 100k
satoshis with different distribution each simulation was repeated 1000 times

In our random process, we pick source and destination of a
payment uniformly at random among all nodes in the graph,
and we pick a path between source and destination uniformly
at random among all shortest paths between them. It implies
that, in general graphs, the larger the betweenness centrality
of an edge, the more often the edge appears in the selected
paths. Since the number of times an edge has to be selected
before a payment failure occurs is proportional to the square
of the capacity, the critical quantity for the random process
is thus the ratio k2/g(e) of the square of the capacity of an
edge and its betweenness centrality. For arbitrary graphs we
thus give upper and lower bounds on the time it takes to have
a payment failure as functions of the number of nodes and of
the minimum over all the edges of such ratios.

Our simulations on the complete graph validate the the-
oretical results and give some empirical evidence that the
theoretical lower bound might be tight. The simulations on the
ring give hints about the impact that the dependency among
the balance updates of the edges belonging to the same path
has on the time it takes for the first payment failure to occur.
Finally, our simulations on the channel graph of the Lightning
Network quantify the impact of the distribution of the channel
capacity over the edges on the transaction failure rate.
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APPENDIX A
CONCENTRATION INEQUALITIES

In this section, we state a fundamental concentration bound
that we used in the proofs in Sections III and IV. We refer the
reader intrested in a simple proof to [18] or [19].

Lemma A.1 (Chernoff bound [20]). Let {X; : i=1,...,n}
be a family of independent Bernoulli random variables with
P(X;,=1) = p; and let X = Y. | X;. Then, for every
0 < < 1 it holds that
e P(X<(1—8)u) <en
e P(X>(1+0)p) <en
where i =E [X]=>"" p;.

APPENDIX B
PRELIMINARIES ON BIRTH-AND-DEATH CHAINS

In this section we briefly recall some terminology and
fundamental bounds about birth-and-death Markov chains that
we used in Sections III and IV.

A finite birth-and-death chain with absorbing boundary is a
Markov chain {X; : ¢t € N} with state space

Q={-k,—k+1,...,-1,0,1,....k—1,k}
for some k£ € N, where
P(Xip1=-k|Xe=-k)=P (X1 =k|X:=k)=1
and for each j = —-k+1,...,-1,0,1,... k-1,

P(Xiyp1=7+1|Xe=j) = »

P(Xpi=j—-1|Xe=j) = ¢
PXip=jlXe=j) = 1-(p+9q)

for some non-negative p and g with p+q < 1. Whenp = ¢ =

1/2 the chain is said to be unbiased.

—k 1/2 k

For unbiased birth-and-death chains it is well known that
the expected time before the chain hits the boundary starting
from an arbitrary state j is k% — ;2 (see, e.g., Chapter 2 in [21]).

Lemma B.1. Let 7 = inf{t € N : X; = £k} be the random
variable indicating the first time in which the chain hits state
k. The expectation of T for the chain starting at an arbitrary
state j € Q is

E[r]|Xo=j] = k* —j°

To bound the probability that a finite chain hits the boundary
before or after a certain value, it is sometimes convenient
to consider infinite birth-and-death chains. The following
Lemma B.2 is a well-known bound (see, e.g., Exercise 2.10
in [21]) for infinite chains that can be used to give an upper
bound on the probability that a chain hits the boundary within
a certain number of time steps, as shown in Lemma B.3.



For an event £ and a state j € ) we use the standard
notation P; (€) for the probability of £ conditional on the
event that the Markov chains {X;} starts at state 7,

P; (&) =P (| Xo=17).

Lemma B.2. Let {X; : t € N} be an unbiased birth-and-
death with state space ) = Z. For every time t € N and for
every target state k € N it holds that

Py (X, > k) < Py (,n;axtw > k) < 2Py (X, > b)
i=1,...

)

The following lemma is used in the proofs of the lower
bounds in Theorems III.2 and IV.1.

Lemma B.3. Let {X; : t € N} be an unbiased birth-and-
death chain with state space ) =7, let k € N be an integer
and let T be the random variable indicating the first time the
chain hits state Lk,

T=inf{t e N : | X;| =k}.
Then, for every t € N it holds that

Po (1 <t) < de #/(60)

Proof. Observe that, the chain hits states =k within time ¢ if
and only if the maximum over all times ¢ up to ¢ of | X;| is at
least k,

Py (T <t) =Py (,H%aXt|Xi| > ki) < 2P (| X4f 2 k)
i=1,...,

=4P¢ (X; > k)

where in the second inequality we used Lemma B.2 and in
the third equality we used the symmetry of the process, i.e.,
Po (X; > +k) =P (X; < —k).

Now observe that, since the state of the chain at each round
increases of one unit with probability 1/2 and decreases of one
unit with probabiity 1/2, then the probability that the state of
the chain at time ¢ is at least k equals the probability that in
a sequence of ¢ unbiased coin tosses at least (¢ + k)/2 ended
up head,

Py (X, > k) = P (B(t,1/2) > ’“2“)

where with B(t, 1/2) we indicated a binomial random variable
with parameters ¢ and 1/2. The thesis then follows from the
Chernoff bound (see Lemma A.1). O]



