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Abstract. Experts stress the importance of human beings in cyber security
prevention strategies, given that people are often considered the weakest link in
the chain of security. In fact, international reports analyzing cyber-attacks
confirm the main problem is represented by people’s actions, e.g. opening
phishing mail and unchecked attached files, giving sensitive information away
through social engineering attacks. We are instead convinced that employees, if
well-trained, are the first defense line in the organization. Hence, in any cyber
security educational plan, the first required step is an analysis of people’s risks
perception, in order to develop a tailor-made training program. In this paper we
describe the result of a two-stage survey regarding risk perception in a sample of
815 employers working in a multinational company operating in the financial
sector. The results highlight the need of a strong organization’s risk culture to
manage cyber security in an efficient way.
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1 Introduction

In the era of social media, artificial intelligence and Internet of Everything (IoE), media
attention is often focused on the benefits provided by technology. However, cyber
security risks are becoming more and more difficult to manage. In this scenario people
are considered the main risk, since technology in itself is neutral, but it can be used for
good or for bad. In several international reports (e.g., [1, 2]) it is apparent the main
problem is represented by human factors: a cyber-attack, even the most sophisticated
one, is often based on some human vulnerabilities. For curiosity, distraction or stress,
people open an attachment without being aware of the consequences of their behavior.
Or they release sensitive information on a social network, without fully understanding
the possibility of their use by cybercriminals. While technology becomes more and
more sophisticate, well known security issues, e.g. password strength and protection,
have still to be solved.

An effective security approach to cybersecurity cannot neglect the role of human
beings. It is fundamental to build a strong cyber security culture in every organization [3],
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so that employees in their daily life are constantly aware of the possible outcomes of their
actions and perform accordingly. In our vision, this means not just training people to do or
not to do something: to obtain a real awareness, people have to use technology in an
informed way [4], working mainly on their attitude and motivation. That is why the
construction of a cyber security culture starts with an investigation of the organization
culture and of employees’ risks knowledge.

In this paper we describe the results of a two-stage survey regarding risk perception
in a total population sample of 815 employers working in a multinational company
(C) operating in the financial sector.

This survey is part of the “Risk Culture” project that we designed in cooperation
with the Risk Management Team and Human Resource Team of C in order to train the
company’s workforce. We consider the concept of risk culture as “the values, beliefs,
knowledge and understanding about risk, shared by a group of people with a common
intended purpose, in particular the leadership and employees of an organization” [5].
This concept cannot be dealt with independently from the organizational culture, since
it is related to how risks are managed in the organization [6]. Hence, developing an
effective cyber security culture requires involving employees and stimulating them to
actively participate in the security activities of their own organization. In the following
paragraphs we describe the main results of our survey and the main lines of the project.

2 Methodology

An assessment phase was conducted together with the two teams cited above to collect
information on the organizational context and cyber risks initiatives (surveys and
training) already implemented by the company. This analysis allowed to design a
specific tool (a questionnaire) adapted to the profile of the organization.

The questionnaire is composed by 15 closed-ended questions investigating the
following areas:

1. individual factors affecting
a. risk perception
b. risk evaluation
c. risk management
2. information technologies and cyber-risks
risks in the organization and in the private life
4. prevention measures and behaviors

et

Almost a half of the questions asks to evaluate all the response options using
numerical rating scales (from 1 to 5), while in some cases there are many options to
evaluate (from 5 to twelve). Moreover, 2 questions require a multiple-choice response
(maximum three options); finally, 6 questions have a single answer. Some specific
aspects, as the impact of cyber risks in the organization, were discussed during focus
groups session training. High level management endorsed the survey and actively
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participated to it so as to give a clear signal to the organization about the important role
each employee plays in the security strategy [7].

For a qualitative analysis, the tool also includes open-ended questions asking to
freely associate one term to each of four keywords, chosen in cooperation with the Risk
Management Team and based on the results of the preliminary analysis of the cyber
risks initiatives.

The keywords are the following:

attitude
relationship
behavior
trust

Before administering the questionnaire, an internal communication plan was
developed to accompany the “Risk Culture” campaign. Hence, an email was sent to all
company’s employees to communicate and explain them the initiative and its goal.

The survey was realized in two different stages. In the first stage the wide majority
of employees filled the questionnaire for a total of 730 answers. In the second stage a
new group of employees filled the same questionnaire, for a total of 85 additional
answers. These new employees were working in a company that was absorbed by
company C after the first stage was completed. They are anyway comparable in terms
of background and skills to those involved in the first one.

The total sample is composed by employees of all ages. The sample has the
following demographic characteristics: Gender (F: 30%; M: 68%; n/a: 3%); Age (up-to-
30: 5%; 31-40: 25%; 41-50: 48%; more-than-50: 19%: n/a: 3%); and level of Edu-
cation (lower-secondary: 2%; higher-secondary: 59%; degree: 34%; n/a: 5%).

3 Quantitative Analysis

Most answers from both stages were homogeneous, so we present the main results for
the total sample. Due to space limitation we discuss only some questions, referred to by
their number in the questionnaire.

3.1 Area 1: Individual Factors

Questions of this area investigated the individual attitude to the concept of risk, con-
sidering individual factors able to influence people’s perception, evaluation and
management.

Question #2 investigated what influences people’s risks perception. You can see
distribution of answers (it was possible to select only one option, n/a = 7 out of §15) in
Fig. 1 below:
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2. What most influences risk perception:
40%

30%

20% 38%
27% 26%
10%
9%
0% T
a) the interest about  b) emotions involved c) other people's d) the ability of control
the issue opinions it

Fig. 1. The most important factor influencing risk perception.

The literature relative to the factors influencing people’s risk perception [8, 9] and
their application to security field [e.g. 10] reports that “risk perception” is a personal
process influenced by one’s own frame of reference. Accordingly, in this study, the
factors most significantly influencing individual’s risk perception are the ability of
control (d), followed by the interest about it (a) and emotional processes (b).

Question #3 asked to rate on a 1 (negligible) to 5 (very high) scale how much is
important to know, in order to evaluate a risk, each of a number of facts. Results
(n/a = 11) are exposed in Fig. 2 below:

3. How important to evaluate risks the following elements are:

3,90
3,70
350 3,90
3,70
3,30
3,34
3,21 3,22
3,10 ;
a) many b) a high c) itis difficult to  d) it affects also ~ e) managing it
individuals are responsibility is control it people not directly requires
exposed to it involved in its involved discussions with
management other people

Fig. 2. To which degree one has to know various facts to evaluate a risk.

In line with the outcome of question #2, where the ability of control was the most
influencing factor on risk perception, the difficulty of controlling the risk (c) obtained the
highest value for this question, followed by the numbers of persons exposed to it (a).

3.2 Area 2: Information Technology and Cyber Risk

Question #5 investigated on the same 1-5 scale the perception with respect to social
networks. Results (n/a = 8) are exposed in Fig. 3 below:
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5. To which degree social networks are:

4,00
3,70
4,01
3,40
3,41
92 3,17 3,16
3,10 :
a) intrinsically  b) an opportunity c) an exposition to d) an innovation e) a risk to one's
dangerous to enlarge the risk of sorely needed in own privacy
relationships meeting contemporary
unpleasant people society

Fig. 3. Perception of the role played by social networks.

where you can see that answer (e) received the highest average value, while (c) was
the next one.

Privacy is considered an important topic for most of the sample. In fact, social
networks were evaluated as a risk to one’s own privacy. This result is probably due to
the importance that sensitive data (both customers’ and employees’ ones) have for the
company, operating in the financial sector hence highly exposed to cyber risks. This
situation explains most of the following results.

3.3 Area 3: Risks in the Organization and in the Private Life

Cyber-risks people worry about were investigated by Question #7, which asked to rate
each possible risk on a scale 1 (negligible) to 5 (very high). See the results (n/a = 8) in
Fig. 4 below:

7. How worrisome the following cyber risks are in personal life:

4,40
4,10
3,80 4,36
4,17 s
350 3,86
g 3,70 3,69
3,55
3,27

3,20 T T

a) child sexual  b) identity c) cyber d) spreading of  e) frauds f) malware g) spam, h) cyber

abuse material theft terrorism false phishing, ... harassment

information

Fig. 4. Perception of the risk for personal life of various cyber-risks.
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where identity theft, frauds and malware are considered the risks people should
mainly worry about. You can note that “cyber terrorism” obtained a low value com-
pared to the others, most probably depending from the fact the employees’ answers to
this question were strictly related to a personal viewpoint. Looking at the answers to the
next question (#8), you can instead see that “attacks against critical infrastructure”
(typically implemented by terrorists) received a much higher evaluation.

Question #8 explored instead which cyber risks one should worry about in orga-
nizations and to which degree. The same 1 to 5 scale was used. You can see results
(n/a = 12) in Fig. 5 below:

8. How worrisome the following cyber risks are for an organization:
4,30

410 ——

3,90 4,29
4,03 4,01
3,70
3,76
3,68
3,61 3,64 3,61
3,50 T T
a)dataloss  b)industrial c) sabotages d) internal e) attacks  f) operational g) safety  h) reputational
espionage fraud against critical systems fault risks

infrastructures

Fig. 5. Perception of the risk for organizations of various cyber risks.

The highest scoring risks is represented by “data loss™ (a), followed by “internal
fraud (d) and “attacks against critical infrastructures” (e). This result shows employees
have a high level of attention to “data” within their organization, probably — as pre-
viously observed — due its activity in the financial area. In fact, during the training
sessions the participants stressed the importance of protecting organization data, since
they think that phenomena as data breach, thefts, viruses, human errors can compro-
mise the company, also from a reputational viewpoint.

3.4 Area 4: Prevention Measures and Behaviors

The most important prevention measures in an organization to handle cyber risks were
investigated by Question #13, which asked to select at most 3 options among the
proposed ones. The distribution of answers (n/a or other fill-in elements = 58) is shown
in Fig. 6 below:
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13. The three most important prevention measures to handle cyber risks in an
organization are:
60%

40%

59% 58%
o
0% 20% 45%
0,
33% 28%
22%
16%
0% T
a)advanced b) risk analysis  c) defense d) internal  e) training and f) g) expert h) clear
technologies information policies upgrade organizational technicians internal
systems climate analysis communication

Fig. 6. Perception of the risk for organizations of various cyber-risks.

where you can see that “risk analysis” (b) and “training and upgrade” (e) are
considered the two most important prevention measures to handle cyber risks in the
organization, followed by a “clear internal communication” (h). The last one appears
interesting, since communication is a vital way of enhancing employees’ attention to
security risks, that are often considered something only security experts should care
about.

Question #12 asked to rate on the same 1-5 scale how much is important, in order
to obtain an optimal security level, each of a number of classes of prevention measures.
You can see results (n/a = 9) in Fig. 7 below:

12. To which degree the following prevention measures are
important to guarantee on optimal security:

4,40
420 !
4,00 4,43 e
4,23
3,80 e 4,05
3,63
3,60
a) technologies b) procedure c) regulations d) people e) resources

Fig. 7. Degree of importance of various prevention measures.

where the answer “people” was considered highly important. There was here a
slight difference between the two stages: while in the first one “people” was clearly
rated as the most important one, in the other one it came out in second position, but
very close to the top one, i.e. “procedures”. This is not surprising, given that procedures
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are effective as a prevention measure not by their mere existence but only when
executed by people. Technologies were rated as the third most important prevention
measure.

4 Qualitative Analysis

For what regards the qualitative part of the survey, we now describe the outcomes of
the investigated keywords: attitude, relationship, behavior, and trust.

We standardized the terms provided as answers to the keywords by first “stem-
ming” them (that it, by bringing each term back to its root) and then coalescing
synonyms and semantically close terms. Please remember that we asked to associate to
each keyword just one term, but in some cases, people provided sentences or part of
them. The following table shows the outcome of this process in terms of the number of
both overall terms and distinct terms. Moreover, to help understanding the significance
of the results for each keyword, we have shown the expected frequency of selection for
each distinct term under a uniform distribution assumption (Table 1).

Table 1. Significant terms proposed and number of distinct terms for each of the keywords.

Keyword Number of proposed Number of distinct Expected frequency of
terms terms each term

Attitude 582 125 0.80%

Relationship | 583 122 0.82%

Behavior 579 124 0.81%

Trust 584 165 0.61%

The keyword “attitude” has been associated mostly with the terms “positive” (12%
of all proposed terms) and “proactive” (12%). Next in frequency are terms “respon-
sibility” (5%) and “collaboration” (4%), showing the perceived importance of the
central role played by individuals in the organization to ensure a proper management of
risks. Note that 6% of answer proposed “behavior”, most probably deriving from the
fact that it is used in common language as synonym of “attitude”.

While it is somehow expected that the most frequent term associated to keyword
“relationship” has been “communication” (18%), more relevant is the fact that the next
two terms are “cooperation” (6%) and “sharing” (4%), showing an understanding of the
fact that without them a proper relation cannot be established. Having good relations is
fundamental to establish a good organizational climate, which plays an important role
for cyber risk prevention and management. Note that 5% of answers proposed “con-
nection”, once again on the basis of the fact that in common language the two terms, in
Italian, are synonyms.

The two terms more frequently associated with keyword “behavior” were “fair-
ness” (11%) and “responsibility” (7%). While the occurrence of “fairness” is expected,
the fact that “responsibility” was highlighted shows that there is a clear understanding
of the fact that human factors are fundamental for an appropriate risk management.
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The term “education” (7%) was also highly selected, stressing the importance of
training to build appropriate behavior. Once again, 8% of answers selected a term
“action” which is the way behavior is implemented.

The keyword “frust” is mainly associated with security (10%) followed by
reciprocity (6%) and reliability (4%), which were the three terms with higher fre-
quency. Of particular interest is the fact that this keyword was characterized by the
highest number of distinct terms.

5 Conclusions and Perspectives

Building a cyber security culture in the organizations cannot be tackled without peo-
ple’s involvement and the assessment of their risks knowledge. Moreover, it is
important to carry out training in risk management, focusing especially on practical
experience and the development of adequate communication abilities.

On the basis of the outcomes of the survey presented and discussed here we
designed a security awareness program adapted to specific needs of the company.

We therefore run hands-on workshops using interactive methodology learning (case
studies, brainstorming and work groups) and implemented communication initiatives
(video, flyers) to motivate people to actively participate in the training activities and to
help disseminate awareness on these issues to their colleagues.

We are now working on measuring the long-term impact on the organization of the
security awareness implemented initiatives.
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