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The inventors of the RSA cryptosystem.

Rivest Shamir Adleman
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The original RSA logo.
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Mister White wants to receive encrypted messages. He needs three

numbers
Nand E public

D secret,

where N = p - g, with p and g prime, E is the encryption key, D is the
decryption key, and they satisfy the condition

ED=1 (mod (p—1)(g—1)).
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Let m be the message (converted into an integer).

We send him
C=mfF (mod N).

To read our message, mister White computes

cP  (mod N).
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Why does it work?

Since

ED=1+k(p—1)(q—1), forsome k € Z,

by Euler's theorem one has

cb — (mE)D = mEP = m1+k(p71)(q71) =m
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Exercise

Mr. White has:

public keys N = 391 and E =223
secret key D = 191.

o Check that these three numbers are OK.
(here N is small and you should be able to factor it!)

He received the encrypted message ¢ = 111.
e What was the original message m?

e Send him the message m = 77 after encryption.
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Mr. White has:
public keys N = 6077 and E = 113
secret key D = 2513.

We send him the message m = 11 after encryption
C=mf (mod N)

C =118 =2217 (mod N)

He reads the message by computing
cP  (mod N)

221718 =11 (mod 6077).
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Digital signature

If Mr. White wants to be sure that the message was sent by us, then we
also need a triple of integers

Ns, Es, Ds.
We first encrypt the message with our secret key by computing
— D5
ms=m (mod Ns)

and then send him as usual

Cs=mE  (mod N).
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To read it, mister White first uses his secret key D and obtains the
message ms "signed by us”.

ms = CP (mod N),
Next he uses our public keys Es and Ns to obtain

m = mg

(mod Ns)
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Mr. White has:

public keys N = 6077 and E = 113
secret key D = 2513.

We have:
public keys Ng = 437 and E; = 101
secret key Ds = 149
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Example: we sign the message, encrypt it and send it.

The message is m = 11.
The signed message is mg = mP (mod N;)

ms = 119 =83 (mod 437)
The encrypted signed message is C; = mE (mod N)

Cs =831 =4212  (mod 6077)
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Mr. White decrypts the message and checks the signature

To obtain the signed message he computes ms = CP (mod N)

ms = 4212%13 =83 (mod 6077)

To obtain the original message he computes m = mEs (mod Ng)

m=2831"=11 (mod 437).
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Example: Banca Intesa RSA certificate

The screenshot below shows the public keys of the italian bank BANCA
INTESA.

The public exponent is the prime number E = 65537.

The modulus N is a number of 2048 bits. Here it is written in 512
hexadecimal characters, which correspond to 617 decimal digits.

The modulus N is the product of two primes p and g of approximately 300
decimal digits each.
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Example: Banca Intesa RSA certificate

Subject Alt Names

DNS Name www.intesasanpaolo.com
DNS Name www.intesasanpaolo.it
DNS Name intesasanpaolo.it

DNS Name intesasanpaolo.com

Public Key Info

Algorithm RSA

Key Size 2048

Exponent 65537
B3:09:3B:09:CA:19:75:12:56:5A:25:E9:1C:36:3D:B3:71:0A:8E:64:5B:2A:2

1:A9:F8:78:41:7C:7C:72:C8:85:2C:1C:9D:21:2F:8F:1A:16:52:64:86:45:DF:D

0:C1:83:30:6B:E2:59:10:27:F8:BE:83:E3:E3:58:7A:9C:3A:E4:03:8B:D4:4A:6
4:F8:D2:4D:04:0B:8B:B8:73:94:B2:6C:73:F3:AA:7B:02:1C:6B:FD:00:84:8F:0
1:08:84:EF:3F:9D:47:AE:63:C1:51:2A:A6:FE:F3:4D:D3:B4:55:00:03:3F:6B:2
AF2:5F:85:AA:8B:2C:EC:73:84:2B:00:2C:EF:9D:E2:36:DB:EQ:AD:AB:7F:A
6:75:BC:AF:CC:A6:BE:5C:77:AE:AB:3A:9D:5B:28:53:8D:E0:DF:9B:B4:F5:E
F:EB:81:55:F1
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Security of RSA depends on factorization hardness
Over the years the improvement of factoring algorithms and of computers
required the adoption of larger and larger RSA public keys.

Or switching to different cryptosystems.
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Security of RSA also depends on some precautions in
in the generation of the integers N, E and D

Different users should have coprime moduli Ny and N5!

What happens if two users have moduli Ny and N,
with a factor in common?
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Paypal 2008: RSA modulus N of 1120 bits

Spazio Sicurezza - Fayral

;‘ JP/hnps://www.pavpal.(om/it](g\'-b\'n/webs(r?(md:,se(uritv—(emer-nu(s\'de = e

i

600 Page Info

PayPal [coreu OS] r

Certificate Hierarchy

¥ Builtin Object Token:Verisign Class 3 Public Primary Certification Authority
¥ VeriSign Class 3 Public Primary Certification Authority - G5
¥ VeriSign Class 3 Extended Validation SSLSGC CA m
www.paypal.com

Home page riva

Spazio Sicurezza Certificate Fields

Not Befare -
B Acquisti sicuri Not After
B Vendite sicure Subject (
Bl Informazioni di base ¥ Subject Public Key Info U

er la sicurezza online Subject Public Key Algorithm
Subject’s Public Key
1 ¥ Extensions n
S‘egknha!3 un !:r?blemg Certificate Basic Constraints 1
b U o' Certificate Subject Key ID 3
Field Value
SERETRw | | S5 180575 b e si s ce co at 5t 53 74

Segnalaunsito ba 25 £1 27 30 cf 94 ee 93 3e 86 eb la ad b9 47

contraffatio (spoof} fa b4 b5 £0 Oc 93 £0 0a 9f d2 83 99 27 ee 37 £5

Apri una contestazione 31 12 01 O0e 76 d7 ff 73 Oe a5 d8 a6 6e 7e f9 5a

sulla transazione 0d 37 9f cc dc 76 d0 eb 79 2c ba a0 c8 Ze 10 3e

Seqnala aftwita non 1b 5b 14 d2 30 3d 44 3d fc cf df 76 al ac cf 25 - it
autorizzate sul uo conto 00 d3 7e 67 8a £9 a9 af e7 4f b8 a2 45 13 f1 04 h

Annulamento diun c3 91 bf 56 le 35 08 fe 0a Sf d7 80 18 43 ad be :
reclamo esistente reativo
ala carta di credilo x

— aoe )
1
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Paypal 2026: RSA modulus N of 2048 bits

P wallet digitali, gestione del den: X

Certificate for www.paypal.com X+

@ @ Firefox  about:certifi t=MIINjTCCDHWa. glQDMhPGF4igHdxgkn8Escoy” 1

€ Projects (@) Matematica Tor Ver...

Public Key Info

Algorithm
Key Size
Exponent

Modulus
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@ chatGPT Notiziario Scientific.. ) GeCo GeDi: home G rsa decription expo...

RSA
2048
65537
9C:

71:68:AE:A1:BA:45:

5C:80:FD:F1:CB:00:4D:24:3D

7:EC:EE:94:AG:ET1 C:67:01:B5:97:F8:24:0E:3
4:3C:92:3D:12:4E F2:D6:F1:71:1F:85:9E:8,
1:12:85:F7:69:A4:90:0B:B0:9F:11:BC:DA:BB:47:22:6E:B0:2A:7F:7F:0B:8C:8

8:12:D7:F2:75:2E:C9:8B:F8:E6:02:68:EB:FD:97:5D:! D:40:81:D6:F5:6
C:04:3D:73:EA:7E:FD:AD:1E:B1:8A:4A:54:63:98:BB:EF:C7:E8:74:BD:1A:FE:5
1:F3:BC:92:DF:40:18:40:A6:3B:6B:6F:D2:D1:7F:3A:4A:71:B5:E6:9F:66:06:9

1:B7:98:E3:12:D2:D3:94:1( 9OE:17:C6:87:5B:DD:83:03:19:9F:DA:7
8:82:0A'E3:29:23:4A:14:27:E0:F3:FB:8B:03:5D:07:7E:7C:B6:12:2C:25:E0Q:.
9:61:6E: 3:DF:7E:72:AC:B5:43:1

B:F2:18: 2:CD:D!
B:A8:68:2E:1D
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Google 2014: RSA modulus N of 2048 bits

) hups @ www.google.com
Sky Yahoo! Roteiros Temiticos sao paulo ar...ogle Search http://ohka...OTheory.pdf SPTrans. Goog

Google | https://www.intesasanpaolo.com/script/vip/p/it

Safari is using an encrypted connection to www.google.com.

Encryption with a digital certificate keeps information private as it's sent to
or from the https website www.google.com.

l=! GeoTrust Global CA
“+ [ Google Internet Authority G2
“ . www.google.com

Summer fime

Algorithm  RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters none
Public Key 256 bytes: AD DD 33 9F 54 E7 F8 BD FC B8 21 13 9C 13 28
85 CCO02 40 F8 1D F1 90 C7 1C CO OE 1A 9D A0 FA 57 21 92
1609 51 9F 93 A1 B7 7B 7E 1B 43 27 BB F2 CC B8 66 DA 10
4EBD 101114 11BLFC28C94071 5463 E7 C2E8 14 8C
EE95 A4 42764557 EC92 BD 47 E9 14 D3 9B 20 82 F2 25
D5 0D AA B9 A5 92 BE 23 10 4A9C AF 2B 3D 48 D9 C9 94
E4 69 BB 31 F5 BF EB A3 3964 93 B7 DB 75 6B 57 5F 72 76
B8 00 B5 D6 CD 9E F5 63 F3 96 ACAD 2C B3 C0 404D C7 33
42 37 A390B4 E9 93 B7 82 3B 28 BSEA 9L 13 AD4ER4CS
BE 10 06 06 CBEL 1B 48 49 65 68 68 3F 56 95 B0 53 BE 29
C13639A208C564387245BB0491 2061 A5 DF 80 7A
34 D4 B7 51 E7 96 9EBC 65 2A 2D FB 1D C9 3F 86 31 9A C6
F6 4E DE A8 OC 38 72 AD CC 2F 66 3A 46 2C B3 B2 4A AB 40
BD F4 DCE7 58 8C A4 C8 71 4F A2 DC 1A 05
Exponent 65537
Key Size 2048 bits
Usa Enci Ves Derive
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Google 2026: Elliptic Curve Discrete Logarithm

Subject Alt Names

DNS Name mail.google.com
DNS Name inbox.google.com

Public Key Info

Algorithm Elliptic Curve
Key Size 256

04:85:7B:9E:28:B4:56:A7:91:B1:5E:86:1F:E9:3D:0E:31:D4:0E:92:63:

Public Value
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